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NEW ROOT CERTIFICATE INSTALLATION:

1. Click Here To download our new root certificate which has to be installed in all
operating system in which Digital Signature certificate is downloaded.

2. Once the root certificate is downloaded, Go to the desired location where the root
certificate is downloaded (root certificate file will be in the name of “Trust_chain.p7b”)
and follow the below ready reference for installing the certificates to IE browser:

Ready Reference:

a. Right Click on the downloaded file and click on install as shown below:

7-7ip ,
EditPlus 3

Scan for Viruses, .

Cpen With 3
Send To 3
Cuk

Copy

Create Shortout
Delete
Renarne

Properties

b. A wizard will be started for installing root certificates from which a next
button will be enabled for installing the same. Click on Next button and
proceed further for importing the all root certificates to the browser. The
following screen shots will help you in completing the task.
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Certificate Import W

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lisks From wvour disk ko a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of waur identity and conkains inFarmation
used bo prokect data or bo establish secure network,
connections, & certificate store is the swskem area where
certificates are kept,

To cantinue, click Mext,

| l Cancel ]

Certificate Import Wizard

Certificate Store

Certificate stores are syskem areas where certificates are kept,

\Windows can automatically select a certificate skore, ar vwou can specify a location Far

()isutomatically seleck the certificate store based on the bvpe of certificate;

(") Place all certificates in the Following stare

= Back ]I et >_J Cancel

eMCSL/e-Mudhra/DOC/RCI/1.0

1 Click on Next

2 Click on Next
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Certificate Import Wizard El

Wizard

Completing the Certificate Import

ou have successfully completed the Certificate Import
wizard,

Yo have specified the Fallowing settings:
Certificate Store Selecked  Aukomatically determined by ¢

Content PKCS #7 Certificates
File hame Ci\Documents and Settingsic
< >

< Back ]LFinish I[ Cancel ]

eMCSL/e-Mudhra/DOC/RCI/1.0

3 Click on Finish to
complete the installation

Certificate Import Wizard g|

L.l
\]}) The impart was successful,

4 Click on OK
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c. Click here to download and save CCA India root certificate for installing into the
browser and follow the below procedure:

=>» Double Click on the file which has been downloaded. Certificate information will

be highlighted as CA is not trusted since it is not placed in trusted root authority.

Now proceed further to install the certificate in trusted root.

Certificate

General | Details | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Rook Certification
Authorities store.

Issued to: CCA India 2014

Issued by: CCA India 2014

¥alid from 03/05/14 bo 03/05/24

Issuer Skaterent

\
E 1 Click on Install certificate.
— |

=>» Click on install certificate a window will pop up certificate installation wizard as
show below:
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Welcome to the Certificate Import
Wizard

This wizard helps wou copyw certificates, certificate trusk
lisks, and certificate revocation lisks From wour disk to a
certificake skore,

A certificate, which is issued by a certification authority, is
a confirmation af your identity and cantains information
used ko proteck data or ko establish secure networl
connections, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

[ omMext > | [ Cancel ]

Certificate Import Wizard ’

Certificate Store

2 Click on Next.

Certificate stores are svstem areas where certificates are kept,

‘Windows can automatically select a certificate store, or wou can specify a location For

() Automatically seleck the certificate store based on the type of certificate

(") Place all certificates in the Following storei

Certificate store:

Erowse. .

3 Select Place all certificate.
4 Click on Next.

[ « Back ” Mext = ] [ Cancel

Select the certificate store wou want to use,

(2 Personal -~
5 Se|ect trusted root. g e § Trusted Root Certification Authorities
D Enterprise Trusk

(23 Intermediste Certification Authorities
D Active Directory User Object

771 Triicked Puklichere

[ 5how physical stores

6 Click on OK.

Ok -| [ ancer I
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Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can autormatically select a certificate store, or you can specify a location Far
() Automatically select the certificate store based on the type of certificate
(*) Blace all certificates in the Following store

Certificate store:

Trusted Rook Certification Authaorities

[ <= Back ][ hesck = J [ Cancel ]

7 Click on Next.

Certificate Import Wizard El

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard.

You have specified the Following setkings:

Certificate Store Selected by User  Trusted Root Certific,
Content Certificate

= Back “ Finish J [ Cancel ]

8 Click on Finish.
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Security Warning E |

A

You are about ko install a certificate from a certification autharity (CA) claiming to represent;
CCA India 2014

Windows cannot walidate that the certificate is actually From "CCA India 2014", You should confirm its origin by
contacking "CCA India 2014", The Following number will assist wou in this process;

Thurbprink (shal): AZEEEESSA 6E092519 DICESDDA DFIA9049 AEE1 1991
\Warning:
If wou install this rook certificate, Windows will automatically trust any certificate issued by this Ca, Installing a

certificate with an unconfirmed thumbprint is a security risk, I vou click "Yes" you acknowledge this risk,

Do o wank boinskall this certificater?

9 Click on Yes.

- | ) The impart was successful,

10 Click on OK.

=> NOTE: Login with same certificate credentials and insert the same token which

was used for the downloading the certificate in the same system for the first
time. Click on download certificate and the same certificate will be downloaded
to the hard token.
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